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Orpannub cnucok gpy3ei. Y Teba B 4py3bAx HE AOMXKHO DbITh CNYYaWHBIX W HE3HA-
KOMBIX NH0AeR.

Sawunian CBOK YAcTHYIO XH3Hb. He ykasbieait naponw, TenedoHsl, agpeca, AaTy
POXAEHWA W APYTYH NNYHYIO MHDOPMALKIO. 3N0YMBILLNEHHMKA MOTYT MCNONb30BATD
Adxe HHdJCIpMEILI,HI'D O TOM, KaK Tkl A TBOW POAMTENH NAAHWPYETE NPOBECTH KaHWUKYNbI.

3awmwan ceoko penytauynio. Jepxu ee B yucToTe U 3agasan cebe sonpoc: xoten bbl
Tbl, 4TOBbI ApYrve NoAL30BaTENK BUARNM TO, 4TO Tl 3arpyxaews? Mogyman, npex-
Ale YeM YTO-TO onyBNMKOBaTh, HANKMCATE W 3arpy3nTh.

He Hﬂﬂﬂﬂh!}"ﬁ peanbHOE UMA. Knrna B CETW pa3roeapueaellb C HE3HaKOMBIMK
NAbBMM, HE Ha3blBal W He UCNoNb3yW peanbHoe uMma. He packpbisai WHdOpMaLmio
0 cebe: MeCTo XUTeNnbCTBa, MeCTo yuyebsl U Nnpouee.

He coobwaii ceoe mecTononoxenume. Msberain pasmewenns dotorpaduit B vHTEpHETE,
rae Tol M30bpakeH Ha MECTHOCTK, NO KOTOPOW MOXKHO ONpeaennTs MecTONoNOKEHME.,

Mcnonb3yit cnoxHblie naponu. Mpu perucTpauuu nULK cnoxHble naponu, OHK 4oNXHbI
COAEPXaTh He MeHee BOCbMM 3HAKOB M BKNOYaTh B cebsa cTpouHbie U NponucHble Bykeb,
UM pPbl M HECKONBKO CUMBOJIOB, TaKME KaK 3Hak aonnapa, pyHTa, BOCKNMUATENbHbIA 3HAK.

Mcnonbayi pazHbie naponn. s coymansHoit ceTn, NoYTsl M APYrux CaiToB co3aa-
Bal pasHble naponu. Toraa ecny Teba B3INOMAIOT, TO 3N0YMBILLNEHHUKW NONYYaT
AOCTYN TONLKO K OAHOMY MECTY, 2 HE KO BCEM Cpasy.
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o Bbi6epn NnpaBUNbHbIA NOYTOBbIN cepBMC. B MHTepHeTe MHoro 6ecnnaTtHbix. OaHako nouTy
NyyLe 3aBOAWTb Ha NONYNAPHOM CepBWCE, KOTOPBIM YXKE NoMb3YIKTCA TBOM 3HaKOMbIE.

9 He nuwm o cebe B agpece nouTel. He ykazbiBail B NOYTOBOM aApeECE NNYHYIO MHGOP-
maumo. Hanpumep, nyJiwe seibpath «My3bikanbHbid_daHaT@» nnu «pok2018@»
BmecTo «aHapen2005@».

e WMcnonb3yit aByxaTanHyo asTopu3saumio. [lna AByx3TanHoM asTopU3aLmMmM NOMUMO
Napona HYXXHO BEBOAWTL KOA, KoTopeld npuceinawT no CMC.

BbiBepu cnoxHbin naponsk. Jna kaxA0ro NOYTOBOro ALWKMKA A0NXKeH BbITh CBOR
CNOXHBIA, YCTOWYMBELIM K B3/IOMY Naponk.

e Wcnone3yi npoeepoyHbli Bonpoc. [Npuaymait cam CBOW NMYHBIA BONPOC AN8 WAEH-
TudMKauum, ecnu CepeUC AaeT Taky BO3MOXHOCTb.

3aBen HeCKONBKO MNOYTOBLIX AWMKOB. [lepBbii AN YAaCTHOW Nepenucku
C agpecaTamu, KOTOPbIM Thl AOBEpPAELUb. ITOT INEKTPOHHbLIA aApec He HYXHO
MCMNOML30BaTL NPW perncTpaumnmn Ha dopymax 1 canTax.,

He oTkpbiBai BnoXxeHus nucem. He oTkpbiBail hainbl U Apyrie BAOXEHWA B NUCbMAX,
AAXe ecNv OHW NPULLIAKW OT Apy3er. YTOUHM ¥ HUX, OTNPaBAanKn N oHK Tebe 3T dannel.

BoixoguTe 13 noutbl. He 3abbiBait HaxxumaTb «BblnTU® nocne okoHYaHMa paboThl Ha
NOYTOBOM CEepBUCE, Nepes TemM Kak 3akpbiTh BKAAAKY € CANTOM.
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KUBEPBYINTUHT - cutyauus, koraa yenoseka 8 CeTn npecneayioT CoobLLeHuaMM, KoTopble
coAepxart ockopbneHun, arpeccuio, 3anyrueaHue; XyAMraHcTeo; coumansHoe BoRKoTHpoBaHwe.

He 6pocaiica B 6oi. JTyuwmia cnocob: nocoeeToBaThecs, Kak ceba BecTu, U eCNK HET
TOro, K KOMY MOXHO 0DpaTUTLCA, TO BHaYane Hy>XHO yCnoKouTecs, Ecau Tel HauHews
oTBevaTb ockopbneHuaMM Ha ockopbneHns, To TONbKO elle Bonblue pasoXKeLlb
KOHPAWKT.

Ynpaensi ceoen knbeppenyraymnei. M cnocobsl BLIACHUTL, KTO CTOMT 38 aHO-
HUMHBIM aKKayHTOM 0BMAaumMKa. AHOHMMHOCTL B CETH MHMMAA.

Bepern BupTyancHyio yecte cmonoay. He segu xynuravckuin obpas eMpTyansHom
XWU3HU, MIHTepHeT dukcHpyeT Bce AeNCTBUA U COXPaHAET UX. YAanuTb nx bygeT
CNOXHO.

we MrHopMpoBaTh. ObbiuHo arpeccus NpekpawiaeTca Ha HayanbHOW CTaauu.

Bnokupyi arpeccopa. B nporpammax obmeHa MrHOBeHHbIMU cooBLUEHUAMM, B COLM-
aNbHbBIX CETAX MOXHO 3aNpeTUTL KOHKPETHLIM aapecam NpuckinaTe CoobLieHuUs.

Mopaepxu xepTey KMbepbynnuura. [Nokaxu npecnegoBaTenio, 4TO OUEHUBaELLb M0
Aectema HeratueHo. Coobuym esapocneim o dakTe arpeccmeHoro nosegeHuns e Cetu.

o MrHopupyi egnHWuHbIi Heratue. OgHopasosbie ockopbuTenbHble COOBLEHUs nyy-
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KOMMbIOTEPHbBIN BUPYC - 570 nporpamma, KoTopasi MOXET CO34aBaTh CBOW KOMWK.
Bupychbl NoOBpexAaoT UK YHUHTOXAIOT $ainbl Ha 3apax)eHHOM KOMNBIOTEPE W BCIO onepa-
LMOHHYIO CUCTEMY B LIENOM. Halle BCero pacnpoCcTPaHAITCA BUPYChl YEPE3 UHTEPHET.

3arpy3u cOBpeMeHHYI0 onepauyuoHHy cuctemy. Vicnonb3yil coBpemMeHHbie onepa-
UMOHHbIE CMCTEMBI C BBICOKMM YPOBHEM 3aLLWTbl OT BPeAOHOCHLIX NPOrpamm.

O6HoBNAK onepayMoHHYI0 cucTemy. Brnoyu pexxum aeTomaTuyeckoro obHoOBNEHMA
onepauuoHHOW CUCTEMBI. ECW B cMCTEME HET Takoro pexxuma, perynsapHo ycTaHaenun-
Bai 0BHOBMEHWMA CAMOCTOATENBHO, 3arpyxannx coduruymnansHorocantapaspaborumka.

Mcnonbayi npaea nonb3osatenn. PaboTan Ha komnbloTepe Nog npagamu nNonb-
30BaTeNd, @ He aAMWHUCTPaTOPa. 3TO HE NO3BOANT BONBLUMHCTBY BPEAOHOCHbIX
nporpamMmm aBTOMaTUYECKW YCTaHOBMTBLCA.

He puckyi. Micnonbayil aHTUBMPYCHbIE NPOrpammHbie NPOAYKThI MPOBEPEHHbIX
ﬂpﬂHBBDﬂHTEHEﬁ C aBTOMaTHHECKHMM BEHGBHEHHEM bas.

OrpaHnub gocTyn K CBoeMy KomnbloTepy. He paspewait NnocTOpoHHUM NONb30BaTb-
CA CBOMM KOMMBIOTEPOM.

Boibupait TwaTenbHo MCTOYHMKK. Konupyii 1 3arpy»ai ¢ainsl ToNbKO C NpoBepeH-
HbIX CBEMHBIX HOCUTENEW MKW MHTEPHET-pecypcoB. He oTkpbiBal dainel, KoTopsie

NoNY4YMn U3 HeHaZeXHbIXx MCTOYHKMKOB. [axe Te, KOTopble NpUCNan TBOH 3HAKOMBIA.
YTouHu ¥ Hero, oTnpaenan v oH Tebe ux.
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Wi-Fi - 310 becnposogHoi cnocob nepeaayn JaHHbiX C NOMOLLLKD paaunocurHanos. B kade,
OTeNAx, a3ponopTax 4acTo MOXHO DECNAaTHO BbIATK B MHTepHeT yepes Wi-Fi. Ho obwego-
cTynHble cetn Wi-Fi HebesonacHsl.

o He nepegasai nuuHyio nHdopmauyuio yepes obuwegoctynHbie cetn Wi-Fi. XKena-
TENbHO HE BEOAWTb NapoaW AOCTYNA, NOrMHLI U HOMEPA.

9 Mcnonb3yi m o6HOBAAK aHTUBMPYCHbIE Nporpammbl M 6pangmayap. Tak Tol
obezonacuwe cebs oT 3aKkaukuM BMpYCca Ha YCTPONCTRO.

e Otknoum bynkymio «O6wmn goctyn K pannam u NpUHTEpam» NpuU UCnNonb3oBa-
Hum Wi-Fi. 31a dyHkumMa 3akpbiTa N0 YMONYAHWIO, 0AHAKO HEKOTOPbIE NONb3I0BaTENN
aKTUBUPYIOT ee Ana yaobcTea ncnonb3osaHua B paboTe unu yuebe.

o He ucnonb3yi nybnnunein Wi-Fi gnsa nepegaum nMuHbIX AaHHbIX. Hanpumep, ans
BbiX0[da B COUMaNnbHbIE CETU MKW B SNEKTPOHHYKD NOYTY.

o Mcnonb3yi Toneko s3awuuieHHoe coeguHeHne yepes HTTPS, aue HTTP. To ects
npw Habope Beb-agpeca eBogu umeHHo «https:// ».

Ornoun dyHkumio «Mogknwouenne k Wi-Fi asTomaruuecku» B mobunoHom Tene-
doHe. He gonyckait aBToMaTUYeCKoro noaknoyeHus ycrponctea k cetam Wi-Fi bes
TBOEro Cornacus.
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Byap octopoxeH. Korga Tebe npegnaraior 6ecnnarHblil KOHTEHT, B HEM MOTYT BbITb
CKPbITbI NNATHbIE YCNYTA.

Aymaii, npexge yem ornpaeute CMC, ¢poto nam engeo. Tol TOYHO 3HAELL, FAE OHK
OKa)XyTCHA B KOHEYHOM WTOre?

e O6HoBNSAI ONepauMoHHYI0 cHCTeMy cMmapTdoHa. ITo AoNONHWTENbHAA 3alLMTa.

o Wcnonb3yi aHTMBMpYCHbIE Nporpammbl Ana cmaptdoHoB. PerynspHo obHoensAR MX.

He 3arpyxai npunoXxeHua oT HEM3BECTHOro NcTouHMKa. OHKM MOryT coaepxaTb
BpEAOHOCHOE nporpammHoe obecnedexue.

o 3aingw B HacTpoiku Bpaysepa w yaanm cookies. Caenait 3To cpasy nocne Toro, Kak
Tbl BbIAZELWb CCaUTa, rae BBOAUN IMYHYI0 MHpOpMaUuio.

o MpoBepsit nnaTHbIE YyCAYrK Ha TBOEM Homepe. VHoraa MoryT akTUBMpPOBaTh HOBbIE,

He Bcem gasait Homep TenedoHa. [asail cBoit Homep mobunbHoro TenedoHa ToNb-
KO NIOAAM, KOTOPbIX Thbl 3HaeLlb U KOMY J0BepaeLLb.

Boikniouan Bluetooth, korga He ncnonb3syews ero. iHorga nposepsi, He 3abbin an
BBIKNHOYMTb.
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ONLINE-UIPbl obbegunsioT nlogen no scemy mupy. irpoku nokynawT Aguck, onnadueaioT abo-
HEMEHT MAK AONONAHWUTENbHBIE ONUMK. Ha 3T CpeacTBa COBEPLUEHCTBYIOTCA CUCTEMBI ABTOPK-
3auMK, 3aKPLIBAKOTCA YAZBMMOCTM. B urpax cTOWT onacaTbCa Kpaxu napons.

o Bnokupy# HeagekeaToB. 3abnokupyi B CNMCKE MIPOKOB TOro, KTO BeaeT ceba arpec-
CWBHO NO OTHOLWEHWIO K Tebe MK co3aaeT HeNpUSATHOCTM.

Moxanyica agMUHUCTPaTOPaM Mrpbl Ha NOBeAEHUe arpeccHBHOro urpoka. Xena-
TeNbHO NPUNOXKTE AOKa3aTeNbCTBA B BUAE CKPUHOB.

e byab ocTopoxeH. He ykazbiBan AM4HY0 MHdopMmauuio B npodainne urpsl.
o Cnegw 3a cBOMM noBegeHMeM. YBaxan Apyrux y4acTHWMKOB Mrpbl.
o Ycranaenueai npoesepeHHble yTuANTLL M3berait HeoduymansHblx naTyen u MogoB.

0 Bepervch oT B3noma. Vcnonb3yi CNoXHbIE M pa3HbIe Naponu.

o He oTKnoYain aHTHBHUPYC BO BpemMA Mrpsl. [1oka Tel Urpaeillb, TBOW KOMNLKOTEP
MOrYT 3apasuTs.
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®ULUMHT (ot aHrnuitickoro cnosa fishing - peibHan noens) - BUA MHTEPHET-MOLUEHHWYECTEA.
Ero rnaeHas uenb - NOAYYMTL KOHGUAEHUMANLHEIE AaHHbIE NONb30BATENEN - NOTWMHBI M NAPONK,

3abnoknpoBaTk ero M coobLMTL agMUHUCTPaTopam pecypca ob 3ToM Kak MOXHO
cKopee.

o Cnepw 3a ceoum akkayutTom. Ecnm nogospesaellb, 4TO aKKayHT BINOMaNK, HYXHO

MNocewai Tonbko 6esonacHble Beb-calTbl. B ux yMucne - canTbl MHTEPHET-MarasnmHoB
W MOWCKOBBIX CUCTEM.

WMcnonb3ayi cnoXHele M pasHble naponu. Ecnu Teba B3nomaoT, TO 310YMbILLNEHHW-
KM MOAYYaT AOCTYN TONLKO K 0gHOMY TBoemy npodunio B Cetu, a He Ko Bcem.

Mpegynpeam Bcex CBOMX 3HAKOMbBIX, KOTOpbie fobaBneHbl y Te6a B Apy3bA, ecnu Teba
B3nomanu. OT TBOEro MMeHW MOryT PaccbiNaTh CNam M CCbIJIKM Ha GULLIMHIOBLIE CAMTbI.

e Cnpsaub gaHHble. YcTaHoeun HagexHbiin napons (PIN) Ha mobunbHbiin TenedoH.

o OTknoum coxpaHeHue napons B bpaysepe. CoxpaHeHHble Naponu KpaayT Yalle.

o He oTkpbisan dainbl M gpyrue BNoXeHUa B NUcbMax. [laxe ecnm oHW NpuLLnm
OT TBOMX ApYy3el. YTOUHW Yy HUX, OTNPaBAAAKN N1 OHKW TEDEe 3TK dannsbl.
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LUHMDPOBAA PENYTALMNA - 370 TBON MMWAX, KOTOPLIA GOPMUMPYETCA M3 MHQODMALIWMK

o Tebe B uHTEpHETE. KOMNpOMETUPYIOWAA MHGOPMaUMA B MHTEPHETE MOXET CEPLEIHD OTpa-
3WUTLCA Ha PEaNbHOM XM3HW. TBOE MECTO XMTeNbCTEA, yuebbl, TBoe GUHAHCOBOE NONOXKEHWE,
ocoDeHHOCTH XapakTepa M pacckassl 0 BAn3knx - Bce 3To Hakannueaetca B CeTwn.

MHorve nogpocTkK NErKoMbICAGHHO OTHOCATCA K NyBAMKaUMM AMYHOR MHDOPMALMK B WH-
TEPHETE, HE MOHUMAA BOZMOXHBIX NOCAEACTBMA. Thl AaXe He 334YMbIBAELILCA O TOM, 4TO
doTorpadua, pasmelLieHHan NATb NeT Ha3a/, MOXEeT CTaTb NPUYMHOR 0TKA3a NPUHATL Teba Ha
paboTy.

KommenTapum, poTorpadvm v TBOM 4eACTBUA MOTYT HE MCYE3HYTh AaXe Noc/e TOro, Kak Tbl
WX YAANULG. Thl HE 3HaelUb, KTO COXPaHWA 3Ty MHDOPMALMIO, NONANa MW OHa B NOUCKOBbIE
CHCTEMbI M COXPaHMNACE N OHA. HainTh nHdopMaLmMIo MHOTO NeT CNycTa cMoxeT Noboi - kak
13 Jo6pbix NobYXAeHWA, TaK U C HAMEpPEeHUeM NPUUYNHWUTL Bpea.

COBETbI NO 3ALMUTE LMDPOBOM PENYTALIUMK:

He ny6nuky# cpasy. [ogymaii, npexxge yem 4to-To nybnmkoeats y cebs B 6nore unm
B COLMANbHO CETK, NepechiNaTe B TMYHOM COOBLLEHUH.

9 YcraHoBM orpaHuueHns B HacTporkax npoduns. Orpaduye npocmoTp npoduns
nero cogepxumoro. Caenar ero ToNLKO €418 Apy3eiy.,

Beperucb nckos 3a ockopbnenune nMuHocT B MHTepHete (ct. 282 YK). He paame-
LWain MHOpPMaLMIO, KOTOPaa MOXET KOro-To 0buxaTb, W He CCbINANCA Ha Hee.
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Y1obbl MICNONb30BATH BO3MOXHOCTH UMGPOBOro MKpa, HYXHO cobnwgaTte Npasa Ha uHTen-
NEKTYaNbHYID coBCTBEHHOCTD. TEPMHH MHTENNEKTYaNbHaA CcoDCTBEHHOCTL OTHOCKTCA K paz-
NWYHBIM TEOPEHUAM YEN0BEYECKOrD YMa, HA4WMHaA C HOBbIX U30bpeTeHunid 1 3Hakoe, 0bo3Ha-
YawLwmx cOBCTBEHHOCTE HA NPOAYKTEI M YCAYTK, M 3aKAHYMBAS KHUramu, KMHODWABMaMMK

W MY3bBIKaNEHBEIMW NPOMIEBEJEHWMAMMK,

ABTOpCKWE NPasa - 3TO NPaBa Ha MHTENNEKTYaNbHY0 CODCTBEHHOCTL - Ha NPOM3BEAEHUA
HayKW, MMTEepaTypbl M MCKYCCTBA. ABTOPCKME NPaBa BbICTYNAKOT Kak rapaHTUa BO3MOXHOCTENR
asTopa 3apaboTaTb Ha peaynbTaTax CBOEro Tpyaa, NONYYUTb M3BECTHOCTL M NpU3HaHue. HukTo
fe3 paspelweHns asTopa HE MOXET BOCNPOMIBOAWTE Er0 NPOM3BEAEHME, PACTIPOCTPAHATS,
nyBAWYHO AEMOHCTPUPOBATE, NPOAARATL MW Pa3MeLLaTs B MHTepHeTe.

«Mupatckoer nporpammuoe obecneyeHwe HeceT B cebe MHOrMe pUCKM: OT NOTEPU AaHHbIX
Ao BNoKMPOBKKW YCTPONCTBA, rAe YCTAaHOBNEHA HENeranbHaa nporpamma. He 3abeigainTe, uto
B CeTu MOXHO HARTK NerantHbie U BeCNNaTHBIE NPOrPaMMbl CO CXOAHBIM BYHKLWOHANOM.
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ANEKTPOHHDIE AEHbI'U - 370 ya0bHbIR cnocob nnaTtexeit, 04HaKo 33 HUMM YaCcTo OXOTAT-
C5 MOLLIEHHMKIW. B Poccii 3akoH pazfenser 3neKTPOHHbIE eHbMM Ha [Ba BAa - aHOHWMHbIE
M NepcoHMdUUMpPOBaHHble, PazHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspewaercs
NpoBOAUTL onepaluy bes naeHTudunkal M NoAL30BaTENs, 8 B NEPCOHMBULMPOBAHHBIX MAEH-
TudMKauma nonb3oeatena obasartencHa.

Mpueaxwu K cuety mobunpHbIN TenedoH. 3T1o cambllt yaobHeii cnocob BoccTaHo-
BMTb K Hemy aoctyn. MpusasanHbin TenedoH nomoxeT, ecan 3abyaelub nnaTexHbin
Naponb WK 3aigellb Ha CalnT C HE3HAaKOMOTO YCTPONCTEA.

9 Mcnonbayit ogHopazoeblie naponu. [ocae nepexoga Ha YCUAEHHYI0 aBTopM3aunio
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KPaXku UK NepexBaTa NAaTexHoro Napons.

e Mpuayman cnoxublil naponb. MNpectynHukam ByaeT He NPocTo yragaTh CACXKHbINA

naponek. CnoxHele Naponu - 310 Naponw, KOTopble CoAepXaT He MeHee BOCbMMW 3Ha-
KOB W BKAOYAKT B ceba cTpoyHbie U nponucHbie Bykesl, UM pbl U HECKOIBKO CUMBO-
NOB, TAKWe Kak 3HaK gonnapa, yHTa, BocKamuyaTenbHbli 3Hak. Hanpumep, StROng!;;

o Beperu n1MuHble AaHHble. He BBOAM UX Ha CalTaxX, KOTOPbIM He J0BEpSELLb.



